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Abstract

This document provides an overview of literaturewttihe ethics of persuasive technology
including definitions of persuasive technology #@sdise in everyday computing systems and
applications. Furthermore, based on this literatxamework the persuasive aspects of the
development process of the HERMES system will loregsed and discussed.
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1. Introduction

1.1 Background

The HERMES project will provide novel assistive Heology for integrated cognitive care
through intelligent and non-obtrusive systems asabaiated cognitive training games, with the
aim of reducing age-related decline of the eldedgnitive capabilities. Due to the project’s
scope research related ethical guidelines will d#ressed throughout all its areas, like health
and prevention, security and safety, cognitiventrey and sharing, of research and development.

With respect to human rights, free and full consdignity, privacy, confidentiality of personal
data this deliverable addresses ethical issuethéoresearch and development gieasuasive
pervasive, and non-obtrusive system. NeverthelessHERMES system includes persuasive
aspects for its use in everyday life of elderly pleoin order to implement its core goals of
facilitating episodic memory, performing cognitigames, activity reminding to assist the user's
prospective memory in performing everyday taskstanglipport independent living, supporting
conversation on the grounds of interactive remanse based on the recordings of important
moments in everyday life and supporting the usadbility outside of the house.

Because the core goals of the HERMES system ajnodde a better quality of life and social
inclusion to foster the targeted end users’ inddpat and self-determined life-style, ethical
approaches must encompass a forward-looking gufdettdcal rules and issues in ICT
applications and services to ensure the acceptahemd users, its usability, as well as its
accessibility.

The deliverable is structured as follows:

Chapter 2 presents a state of the art includingvanview of how attitude or behaviour change
can be influenced through human computer intenactiod system or design. Chap®&deals
with the research area of computers as persuasthaadlogy, outlining definitions of terms and
concepts. In chapter 4 a selection of Websites vélpresented to show the application of the
everyday use of persuasive technology in World Wilieb environment. Chapter 5 offers an
overview of the involvement of ethical conduct ioaern scientific research, by highlighting a
categorization of information systems ethics areghnciples of persuasive technology design.
Finally, chapter 6 comprises the application ohgdi knowledge based on the literature survey
about persuasive technology on the shape of theNHEIRsystem. Referring to Mason’s (1986)
model of the categorization of information systestisics, this section will address each point
and provide a description of how the issues casobeed within the HERMES system.

1.2 Scope of this Deliverable

In the present deliverable an overview of perswasechnology in ICT systems is presented
with regards to HERMES system applications, based o

* The state of the art which comprises an overviewebuasive system research with a
specific focus on researching how attitude or behavchange can be influenced
through human computer interaction and system sigde
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 The implementation of ethical guidelines and condoc persuasive technologies in
modern scientific research in general and for tBERMIES system especially.

HERMES deals with ethical issues with respect graisn two levels, (i) the R&D process level
which involves users in the development of techggl@and (ii) the implementation level of the
final HERMES system.

On the first level, potential users are invitednti@ract with the technology and are involved in
trials in which we can test the functionality amt@ptance for HERMES (sub) systems. In this
respect, respecting privacy, informing participaas ensuring data integrity and anonymity are
the most important elements to guarantee ethicaldizess. This first level is covered in the
deliverable “D.8.1 Data protection and disclosuenp(April 2008). In addition, this ethical
soundness in ensured through the ethical advismaydoand will be further covered in
Deliverable D.8.3, which provides an ethical gushel manual for the conduction of the
scheduled field trials in the project.

On the second level, HERMES technology itself carcénsidered partly ‘sensitive’ with
respect to ethics, as it is integrated (unobtrigjva the user's home and can store everyday
behavior of the user. This is part of the desigtheftechnology, as exactly this is what it is
good at, but at the same time poses the risk @&gyiintrusion. In addition, the system tries to
convince the user that using the system’s cognitaiaing capabilities is good and will have a
certain attitudinal and/or behavioral effect on &mel user (“persuasive technology”). The
subject of privacy is covered in the deliverabl8..and taken into account in the fundamental
design of the system. The second aspect, persuasiveology, is the topic of this deliverable
D.8.2.

With its contribution to the ethical consideratiminpersuasive technology, this document
provides the background for one of the ethical estones of the HERMES project. It will be
used to provide input to the design of the techgyplarchitecture and specifically provides
inputs for the interface and interaction desigthefinterfaces of the system and its cognitive
training games.
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2. Persuasion and Persuasive Systems

Psychology literature suggests many definitionstlod term ‘persuasion’ (Reardon, 1991;
Zimbardo et al, 1991). In this deliverable the tewt be defined through the attempt to shape,
change behaviours, feelings or thoughts aboutsareisAccording to a definition of Fogg (1998)
a true persuasion implies intent to change attguatdoehaviours.

Persuasive systems can be defined as systemstttrapato change attitudes or behaviour (or
both) of people. In persuasive system researchfdbes is on researching how attitude or
behaviour change can be influenced through humerpater interaction and system or design.
There are many other disciplines also dealing veittitude or behaviour change such as
marketers or clinical psychologists, but when udimg term persuasive systems this typically
refers to human computer interaction systems asithes above.

The accentuation of the topic persuasive systemigenhnologies happened in 26@then the
first conference ‘persuasion’, explicitly dedicatiedpersuasive technology, was organized and
held yearly since then. The key topics of thesderences where the realms of health, comfort,
and wellbeing, sustainability, education and tragnicommunication, and of course the ethics of
persuasive technology. Also theories of persuasiod related topics such as motivation,
credibility, trust and control were of importance.

Summarizing the areas of application of persuasygtems two directions can be identified: on
the one hand commerce and on the other hand suppoet example for the application of
persuasive systems in the area of commerce is e@arenwvebsites. Such websites often try to
persuade users to buy certain products. Typicdicgiion domains of persuasive technologies
are spread from general everyday eCommerce sydterghly specialized applications. In
eCommerce the most common application are web#iigs use persuasive technologies to
persuade the user to purchase products (e.g. thitheguse of recommender systems), provide
information about themselves (e.g. when signindou@ service), or simply to spend more time
on the site (to increase marketing possibilities).

The HERMES system follows the second approach bestabove which is characterized by
the development of systems and devices, dedicatedspecialized to support the user in
reaching his goals. An additional aspect of thiseaion is the realm of research and
development to support healthcare and sustainabilit

Persuasive systems should be differentiated frogtesys that use coercion or deception to
change the user’s behaviour. Such systems areathypiwot considered as persuasive systems.
Systems which raise serious ethical issues throoglcing or deceiving the user stand opposite
to persuasive technology systems, which try to Ipalpple reaching goals set by themselves
rather then manipulate them.

! Conference Overview: http://www.informatik.unidride/~ley/db/conf/persuasive/index.html
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3. Computers as Persuasive Technology

The term “captology”, standing for "computers asspasive technology”, was coined in 1993 at
Stanford University (USA/CA) where the study of aeasive technology had begun. In 1997 the
study of computers as persuasive technologies wasduced at CHI97 as a new area of
inquiry. The researchers of this realm create ayhbafdexpertise in the design, theory, and
analysis of persuasive technologies. B.J. Fogg wae of the first researchers who
systematically looked into persuasive systems amdnow be named as one of the leaders in
this research area.

According to Fogg (2003, p. 20) there are five Keyms and concepts for persuasive
technologies:

» Persuasion is defined as an attempt to changedssitor behaviours or both (without
using coercion or deception).

» It focuses on attitude or behaviour change respftiom human computer-interaction
(HCI), not from computer-mediated communication (CM

» It focuses on planned persuasive effects of tecyyplnot on side effects of technology
use.

» It focuses on endogenous, or "built-in", persuasgitent of interactive technology, not
on exogenous persuasive intent (i.e., intent frioenuser or another outside source).

» It recognizes that technology can persuade onéwel$, macro and micro.

In his book ‘Persuasive Technology’ Fogg (2003)nides and describes seven types of
persuasive technology tools. With this term hersete interactive products that are designed to
change attitudes or behaviours or both by makirsiyelé outcomes easier to achieve. The seven
types of persuasive technology tools are:

reduction
tunnelling
tailoring
suggestion
self-monitoring
surveillance
conditioning

NoOkwWNE

3.1 Mobile Persuasion

Currently the focus of the research team of thaatagy lab lays on the mobile persuasion
topic. The research realm of mobile persuasionistmef two main approaches: specialized
mobile devices and applications that run on molplatforms. On the one hand mobile
persuasion involves the research on the changiegiute mobile phone in future; and on the
other hand it involves persuasive technologies whie used for health care applications.
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The yearly conference on mobile human computerant®n (MobileHCI) addresses topics
related to the influence of persuasive system andmubehaviour quite frequently. This year the
conference includes research topics in the realmalbile persuasion referring to the use of
mobile devices to support and assist personaltheate.

3.1.1 Macrosuasion and Microsuasion

The following section shows examples of persuasiorveryday life realms. Fogg created a
distinction between ‘Macrosuasion’ and ‘Microsuasjavhich describes two different types of
persuasion via computing technology. The term ‘Magasion’ describes an entire product to
be designed for a persuasive purpose, and on tme diand ‘Microsuasion’ describes the
elements of influence in products that do not reveverall intent to persuade.

Several examples are displayed at http://captosbgyford.edu/.

Macrosuasion:

Persuasive Software - Quitnet.com - A website that]
motivates people to quit smoking

PersuasiveDevice- Baby Think It Over - Teen pregnancy
prevention doll

PersuasiveEnvironment- HygieneGuard - Bathroom
surveillance technology
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Microsuasion:

Ebay feedback system Ebay uses a rating system to motivate people faiband
honest while buying and selling. A coloured stadt amumber are placed next to the
users' names to indicate different levels of feelba

Nagscreens in shareware People who create shareware
like to get paid for their work. Some developersénareated
“nagscreens” — a dialogue box that reminds peapfealy.

Dialogue box in Quicken -Even though Quicken is a personal finance apptoait uses
various elements of persuasion. For example, toamkwpeople for balancing their
accounts, the software brings up a dialogue boxdbagratulates them with balloons and
streamers.
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4. ‘Everyday Life’ Examples of Persuasion:

As described before persuasive systems are defimeystems that attempt to change attitudes
or behaviour (or both) of people. This chapterus tb show and highlight some ‘everyday life’
examples of the use and calling attention to psienaon sites on the World Wide Web.

Smokers may find redemption on mobiles
(Source: http://www.textually.org/textually/archg/2007/10/017605.htm)

For millions of smokers itching to quit, new Welbsbd technologies
are promising to stand by you like a close friehbtigh those dark
days of stress and withdrawal. "Internet sites disdussion forums
dedicated to kicking the nicotine habit have beswud for more

than a decade. Now they are following smokers &ir ttell phones,
social networks and anywhere else to remind theahitls not worth

lighting up. Colorado's STEPP and Denver-basedgath@y Cactus
developed a message system on cell phones witmtamét quit

program. Initially aimed at high school student€mlorado, the state
hopes to soon share its fledgling FixNixer progi@sra technique for
all age groups and geographies. QuitNet.com, omieeofnost

established Web sites for quitting, is also conandemore tailored messages to users of its site
and a foray into mobile, while quit support grougre popping up on social networks ‘My
Space’ and ‘Facebook'’.

Using Eye-tracking to Optimise Persuasion-Centere®esign
(Source:http://www.usabilitynews.com/news/articlg3&sp)

Persuasion-Centered Design (PCD) utilises behaalicgegmentation to plan different user
journeys for different personality types. For ex&@mpcompetitive consumers receive less
detailed information than methodical consumers. F@g&llitates consumers in self-selecting
their behavioural type by utilizing descriptive line links. By eyetracking consumers we can
see if they engage with a link and choose not tecsét. With PCD this outcome is often a
planned for event, one that would be impossibieliably measure without eyetracking.

A mobile network that keeps track of everything youdo
(Source: http://www.asiamedia.ucla.edu/article.papéntid=49788)

Telecom operator KDDI Corp to introduce Lifelog P@dnetwork that allows people to view
others' online activity. For those who relish laukiback on the small, often inconsequential
details of their lives, a Japanese company has cqnvath a "Big Brother" mobile network that
makes up where human memory fails. Japan's No.le¢om® operator KDDI Corp said
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yesterday that it had developed a server which keepelectronic record of the smallest events
in a person's life and lets others sift throughmthd@he Lifelog Pod jots down every activity
made through a cellphone or computer, includinghtabhotographs, searching for a restaurant,
listening to music and managing money. While sonag toathe the thought of an omniscient
network, the company said it could provide a waynake friends. "Users can learn who else
their friends chat with or delve through their canns” data -- minus areas protected by
passwords -- to gauge their interests,"” a KDDI gsakan said. "Your information is connected
to that of your friend, and that of his friend, aswon." In this country of cellphone aficionados,
cellphone users can also put their blogs on thenmmmserver. Only people who have a
common connection -- such as a mutual friend -} bél able to access each other's data. "This
isn't a violation of privacy rights," the KDDI offial said. "It is simply that everyone is
connected.”

How Internet Addiction Is Affecting Lives
(Source: ScienceDaily May 2006
http://www.sciencedaily.com/releases/2006/05/06091001.htm)

The Internet -- millions of people rely on it fovezyday tasks. But when is the line crossed
between average use and addiction? An article ghddi in Perspectives in Psychiatric Care
states, "The Internet has properties that for smiduals promote addictive behaviours and
pseudo-intimate interpersonal relationships.” Nymsetitioners will soon find themselves faced
with the issues of "internet addicts" and theimifity to get offline.

While not yet defined as a true addiction, manysasfgering the consequences of obsession with
the online world, unable to control their use. Fraaming to sexual and emotional
relationships, the internet is taking over livesor®l and more people will be confronted with
consequences such as divorce and physical symptdnth will force them to seek both
medical and psychological treatment.
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5. Ethical conduct in modern scientific research

The involvement of ethical conduct in modern sdfentresearch can be described as its
cornerstone and main characteristic. Because gaemsearch often consults human subjects
directly and/ or indirectly in its inquiries, it &f implicit necessity to pay special attentiorths
kind of scientific research.

The seventh framework programme of the Europeannilesion addressed especially the topic
of how to introduce the ethical perspective inte torking structure of a research consortium,
by defining three major directions of ethics inesttific and industrial research.

Ethics is:
* An academic discipline. Ethics is the critical stuaf the norms that guide our
actions.
e Practical skills. Ethics is the practical art ofoking how to apply moral
principles in concrete situations.
* Value systems. Ethics deals with the core valued fuide a person or an
organisation on the way to its shared vision.

The Iizuropean Commission defines the principlesunbfean research ethics through following
points

* The principle of respect for human dignity

* The principle of utility

* The principle of precaution

* The principle of justice

Furthermore the International Center for Informattthics (ICIEJ, created by Rafael Capurro
in 1999, provides a vivid overviéwabout the ongoing academic research activities on
information ethic

Leading computer sciences professional organizatitke the Association for Computing
Machinery (ACM) and the IEEE Computer Society hgwablished codes of ethics and
professional conduct but nevertheless these cagesiach more use for professionals than for
researcher scientists. Concluding it can be obdethat existing codes of research ethics do not
succinctly fulfil the need for ethical guidelinesrfethical scientific research in the computer
sciences.

2 further information on:
http://ec.europa.eu/research/science-society/iottagfuseaction=public.topic&id=366&lang=1

3 Source: http://icie.zkm.de/

* ThelRIE, the official journal of the ICIE which envisions international as well as intercultural discussion
focusing on the ethical impacts of information tealogy on human practices and thinking, socialradtgon, other
areas of science and research and the societly 8seirce: http://www.i-r-i-e.net/).

® Research Ethics: http://www.ethicsweb.ca/resouressarch/index.htmi

lllinois Institute of Technology — Code of ethicsline: http://ethics.iit.edu/codes/coe.html

Information Resources for Information Professionhtip://web.syr.edu/~jryan/infopro/ethics.html
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The ethics of persuasive technology are charaetérizy its diversity and wide range of

applications. The following overview demonstratedramework for the body of research

involved and aims to provide a roadmap for futiesearch that illustrates the importance of
maintaining a strong connection between persuasi@enology ethics and all of the various
perspectives from which persuasive technologieviamed and studied.

Persuasive systems should be differentiated frogtesys that use coercion or deception to
change the user’s behaviour. Such systems areathypiwot considered as persuasive systems.
Also such systems raise much more serious ettssaks than persuasive technologies, which
often try to help people reaching goals set by #wwes rather then manipulate them.
‘Persuasion’ in a Pervasive Technology contextafingéd to exclude coercion (Fogg, 2003,
p.15), it is recognised that “the line between passon and coercion can be a fine one” (Fogg,
2003, p.21). Redstrom (2006) argues, that if adigieis persuasive, then coercive design may
simply be an ‘unethical’ subset, with its boundsiiigevitably subject to analysis (Berdichevsky,
1999), debate and possible revision.

5.1 Ethics of Information Systems — An Overview

The diversity of places and ways in which peopkeriact with technology continues to grow

and develop at unexpected speed. Communicatioriert@nment and business are a few
examples of the agencies being revolutionized atatonishing pace with which information

technology has been developed and with this thernmdtion driven society. The relationship

between people and the technological systems, dsas/@roducts they come in contact with,

create and use are constantly changing and rebgilthiemselves. In using and creating such
systems and technologies ethical concerns arigsu&sve ethics research shall be involved
with the studies of potential system abuses andumetions, as well as with the theories that
surround them. To reach a stage of awareness pigdeoninds while crating, selling and using

such technologies is the main focus of the ethigeosuasive technologies.

“Ethics is about human conduct, and the use anéldpment of computer technology is part of human
conduct.”
Weckert and Adeney (1997, paigé

5.2 Categorization of Information Systems Ethics

Mason (1986) provided the best known classificatminthe concerns that make up the
information systems ethics field, by defining a rmbdamed: PAPA — Privacy, Accuracy,
Property, and Accessibility. Altschuller (2004) edt his model by showing that all the
vulnerabilities involved in the reliance upon itgetual capital in the information systems age
can be summarized by those four categories.
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Privacy The power that current and future information eyst afford us with to gather
information about people, their preferences, aneirtlactivities by way of surveillance,
communication and, storage and retrieval is inenga@dlason, 1986).

Accuracy Systems that collect information about peoplemanray a very wrong profile
of somebody if information is inaccurate. For imf@tion that is used by systems that make
financial decisions, weather pattern predictiomgraft flight decisions, medical assessments, or
wartime combat judgements in accuracies could pialgnhave devastating effects.

Property Soft-lifting, copying of digital art forms, anddhease with which users can now
transfer electronic content are all subject fordgtin this area of information system ethics
(examples: Phukan & Dhillon, 2000; Glass, 1996;9500 2000).

AccessibilityMason (1986) describes the potential social prablen which progress is
limited only to those who have the education, resesj and money to access the information
they need.

Smith (2002) criticizes Mason’s framework insofariaonly seems to be quite inclusive but the
scope is still limited as there are a number afg@ssthat have been discussed that don't fit into
this classification.

5.3 The ethics of persuasive technology

This research realm still seems to be a rathertemde¢d research field. Persuasion can be
observed in diverse ways these days and becaubesptievelopers and users should be aware
of relevant ethical issues concerning this poinitrtdn beings can persuade for example through
flattery, conditioning, through rewarding and pumng desirable and undesirable behaviours.
The methods employed by persuasive technologyiaréas to those employed by persuasive
people. Regarding to the fact that recently dewedopechnologies are designed to actively
persuade the user to change her or his attituddsbahaviours, ethical issues have to be
considered from users and developers perspectogg F1997) pointed out that computers can
flatter too, by embedding these methods of persnaand seduction in a new and compelling
context. In 1999 Berdichevsky and Neuenschwandé&bkshed a first set of principled
guidelines for the design and implementation opasive technologies.

5.4 The Principles of Ethical Persuasive Technology s

Berdichevsky and Neuenschwander (1999) providé af gpiidelines or ‘rules’ to distinguish

the design of ethically sound persuasive technolomgy persuasive (or coercive) technology
per se. Their focus is on the ethics of persuasigeneral and translate these to ethics in
relation to technology that persuade. There idfarénce between a health consultant and a car
salesperson in terms of what is persuasion, eveamwhb technology is involved. Only if such
distinction can be translated to technology, thsyesive technology can be deemed ethically
sound or correct. These eight principles are lisedw:
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1) The intended outcome of any persuasive techgalbguld never be one that would
be deemed unethical if the persuasion were undartaithout the technology or if the
outcome occurred independently of persuasion.

2) The motivations behind the creation of a pernseagschnology should never be such
that they would be deemed unethical if they lethtwe traditional persuasion.

3) The creators of a persuasive technology mustiden contend with, and assume
responsibility for all reasonably predictable outas of its use.

4) The creators of a persuasive technology musitreribat it regards the privacy of
users with at least as much respect as they réigairdown privacy.

5) Persuasive technologies relaying personal inftion about a user to a third party
must be closely scrutinized for privacy concerns.

6) The creators of a persuasive technology shastdas$e their motivations, methods,
and intended outcomes, except when such discleogaule significantly undermine an
otherwise ethical goal.

7) Persuasive technologies must not misinform deoto achieve their persuasive end.

8) The Golden Rule of Persuasion: The creatorspafrauasive technology should never
seek to persuade a person or persons of someliegghitemselves would not consent to
be persuaded to do.

Berdichevsky and Neuenschwander (1999) go on btingtahat persuasion distributes

responsibility between the persuader and the pedesland agree to the ethicist Kenneth E.
Anderson’s (1971) definition that when one persopersuading the other, all parties share full
moral accountability for the outcome. Followingstlargumentation the ACM Code of Ethics
offers additional information on ethical principldsee http://www.acm.org/about/code-of-

ethics).

According to Fogg (2003) more acute ethical issarese while researching and evaluating on
persuasive technology like for instance during issidon products designed solely for

information, like Web-sites. He states that the ngfvag of attitudes and behaviours of

participants during a study must not always betp@siln his point of view it is essential as

researcher or evaluator to be careful when setipghe research experience by accepting
standards for recruiting, involving and debrief tg@pants. An informed consent, which

guarantees the participant in the study to be ddeatith respect, as well as it involves

information about the nature of the study, the méshused and explains the possibility to
withdraw from the study, as well as to offer thetiggpant research institution details to be able
to contact the researcher later on.

Furthermore he goes on with giving two examplesnmthods of persuasive technology to
change attitudes and behaviours which are neaslgtyal unethical: deception and coercion. He
mentions web ads as outstanding example of compatad deception. They offer things like
the winning of money or they show false alarms aiputer problems, in fact they promise
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information which never gets delivered. The softvarstallation of programs is mentioned as
example of the unethical coercion, because dutwginstallation process the installation of
additional software is required which is a parthe overall product.

A challenging aspect — to enhance the researcheethics of persuasive technology — would
be to back Clement and Wagner's (1996, p 234) iatros concerning the need for “... rich
descriptions of actual conflicts and of how papaeits cope with them ...” up with data and
examples in order to build and renew the importaséarch work on ethics in computer related
sciences.

6. Interviews with project participants and relevant gakeholders

Up to this point we have developed an ethics gtodellow based on literature research. This
guide is described in the following sections osttiocument. By doing so we are following
general ethical principles that have been develdpethe creation of persuasive technologies.
In order to be HERMES specific we have drawn regqugnts for our own work from these.

We are currently also developing a questionnairehfe interviews with project partners and
stakeholders. In this questionnaire we will focas o

What do technical project partners do to implenteatrequirements into the system?
Do all the project partners agree with the systeartagether as a consortium are building — seen
from an ethical standpoint?

This ethical review is currently being developed @ascheduled for month 13 of the project. In
this one year timeframe, all project partners amajpte involved will have had enough time to
get acquainted with all the various (ethical ardht®logical) aspects that the project brings
with it. Performing these interviews exactly onayafter the project’s kick off makes it
possible for a first reflection on the past yeatt an outlook on the coming two years.

We will perform interviews with project participanand relevant stakeholders regarding ethics
and also in particular with respect to ethics abpasive technology. As shown in the previous
chapters, ethical valence strongly depends on titevations of the creators. Specifically the
following people will be consulted:

» the project partners
+ ethical advisors
+ relevant stakeholders
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7. Persuasive Technology within the HERMES Project

This section of the document describes how we daapes the persuasive aspects of the
HERMES system best to follow ethical principals amdreate positive values.

The HERMES system is comprised of a home-based emnwith audio and video sensors, as
well as a mobile phone/PDA. The system will compasnumber of elements to support people
who face age-related decline of cognitive capaéditand assisting them where neccesary, as
described in the deliverable D.2.3. These can Wdeti in three main domains:

» Past — support episodic memory
* Future — support prospective memory
» Cognitive Training — improve/train cognitive capaes

The Past functionality shall provide possibilitfes the older adult to browse and search events
that lie in the past in order to refresh one’s mgnamd re-experience the past. HERMES Future
shall support users in planning their future, bstdring appointments, composing a shopping
list or planning the next visit with a doctor. Ttiérd application provides an opportunity for the
user to train him/herself regarding cognitive aigi#.

In the requirement analysis that is described maitm D 2.1 one finding was that older adults
do not feel the need for more information in ortietead a healthy lifestyle. Older adults are
convinced that what they need is the right attitudehis finding is a crucial point for the
HERMES project because we strive to build a pidcechnology that supports older adults in
staying healthy and leading an active lifestylederlong as possible, since the HERMES user-
group refuse to depend on technology. Another figdif the requirements analysis showed that
the technology shall play the role of a friendlypparter. The HERMES system should meet
users’ needs through offering support in eithermaaning or helping to develop the right
attitude.

It is important that we do not build a system thedsses the line towards coercion and/or
deception. The question now is: How do we buildERMES system that persuades users in an
ethically sound way?

Based on the literature survey in former sectioves,can extract different strategies to build a
persuasive system. These principles and guideliilé®e used firstly to build a system which
will afterwards be evaluated and optimized.

The also above described PAPA model created by iM&$886) in combination with the
principles of persuasive technology design by Barelvsky and Neuenschwander (1999)
provide a framework of ethical guidance in whicle fhrocess of designing the system can be
set.
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7.1 Building Persuasion into an Ethical System

Diverse ethical concerns and issues are addressieh this project. In the beginning of this
section we will explain technologies and strategeebuild a persuasive system and go on with
the process to address ethical issues which dmisagh the act of building such a system that is
chosen in the HERMES project.

7.1.1 The persuasive system

The HERMES system offers a way to exercise onagbin this context the computer is a tool
that enables its user to perform these exercisdscinological tool can be persuasive in three
different ways (Fogg, 2003):

* It can make the target behavior easier to do
» It can support the user in leading people througloaess
* It can perform calculations and measurements tioditvate

The HERMES system makes it easy to exercise one@nitive abilities due to its
ubiquitousness. Users can practice wherever they arad can define the level of difficulty of
the game according to their needs.

The second strategy to build a persuasive systeoording to Fogg, is to support the user in
leading her/him through a process, step by stepchwlenhances the discussed strategy
beforehand. Leading a user through a process c&e marocess easier and therefore more
enjoyable for the user.

The third point says that a computer can perforfoutations and measurements that motivate.
When we build a system that provides possibilif@susers to train themselves the scores one
gets can be a highly motivating factor. HERMES wiiler the user visual feedback from their
progress, and will also remind him/her to playhe tase he/she has not done it in a period of
time.

For HERMES we will take care and provide differtauels of complexity in order for the user
to choose the right level in order to prevent teerdrom getting frustrated. Additionally a user
might want to start with an easy level and hascthence to change to a more difficult level to
keep the activation in the right level.

If a user can get into a state of flow while tramiher self, that greatly contributes to a positive
user experience of the system. The psychologicatemt for Flow was developed by Mihaly
Csikszentmihalyi (1975). The concept itself is eatlold, but still worth mentioning. Chen
(2007) writes in the abstract of the paper “Flowgemes (and everything else)” that a well
designed game brings its players to the persooal Zbnes.

Flow describes a mental state in which a persdulig immersed in what she/he is actually
doing and experiences a positive energy. Factatsaitcompany the experience of flow are:

» Clear goals (expectations and rules are discerral@ goals are attainable and align
appropriately with one's skill set and abilities).
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» Concentrating and focusing, a high degree of canagon on a limited field of attention (a
person engaged in the activity will have the oppaty to focus and to delve deeply into it).

» Aloss of the feeling of self-consciousness, theging of action and awareness.
» Distorted sense of time, one's subjective expee@fidime is altered.

» Direct and immediate feedback (successes and dailur the course of the activity are
apparent, so that behavior can be adjusted as dieede

» Balance between ability level and challenge (theviag is neither too easy nor too
difficult).

* A sense of personal control over the situationctivey.
* The activity is intrinsically rewarding, so thesedn effortlessness of action.

* People become absorbed in their activity, and fafuswareness is narrowed down to the
activity itself, action awareness merging

Not all of these factors need to be fulfilled tgpexence flow (Csikszentmihalyi, 1975).
In HERMES we strive to develop cognitive games ttaat provide experiences of Flow to the
users. Figure 1 shows the Flow concept, as deschp&hen.

Challenge
A

¥ Abilities
Figure 1: The Flow zone (Chen 2007)
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Since HERMES is a computing system, new games eafebeloped and installed. This might
help to keep the user interested and offers thsilpbs/ for a personalized training of one’s
cognitive abilities.

The ability to customize the HERMES system is intgat. The user requirements analysis
showed that the HERMES user-group is composed diduals who like to do things their
way. HERMES users will appreciate a system thatbmaadapted to their needs. We expect that
a tailored cognitive training game has a greatiecebn the user than if she had to use just some
training game that is available.

The possibility to perform cognitive training antet resulting probability for flow-like
experiences will contribute to the overall motieatito use the HERMES system for cognitive
training.

Earlier in this document we described technolothes enable us to build a persuasive system.
At this point we would like to elaborate these aetithem in relation to HERMES. These
technologies are (Fogg, 2006):

Reduction
Tunnelling
Tailoring
Suggestion
Self-monitoring
Surveillance
Conditioning

NookrwhE

Reduction technologies make target behaviours rebgieeducing a complex activity to a few
simple steps (or ideally, one single step). Reductechnologies aim to reduce the complexity
of a task and therefore increase the probabilitgadfially performing that task. A great amount
of studies has been carried out in the field ofchsyogy and cognitive science to support the
theory that humans seek to minimize costs and magimgains (Vroom, 1964). In this sense,
one of the most important current theories in teklfof successful ageing, that has marked the
contemporary research in Psychology of Ageingha& toined by Paul and Margaret Baltes in
1990 (Baltes and Baltes, 1990), and named: “Model Selective Optimization with
Compensation”. According to this model, succesdauelopment encompasses the selection of
fuctional domains on which to focus one’s resoyraggimizing developmental potential
(maximization of gains) and compensating for losskereby, ensuring the maintenance of
functioning (minimization of losses). This theorgnstitutes a general model of development
defining universal processes of developmental eggui (Baltes et al, 2004).

A central concept of the second type — tunnelling to lead the user through a predefined
sequence of actions or events, step by step. QGuiti@ user through a process or experience
provides opportunities to persuade along the waithi HERMES we might not use this
technology since older adults feel like they alseddve enough knowledge to lead a healthy
lifestyle and therefore contribute to a long amdieipendent life.

Information provided by computing technology is eagoersuasive if it is tailored to the
individual's needs, interests, personality, usagatext, or other factors relevant to the
individual. Tailoring technologies make life simpler users who don't want to wade through
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volumes of generic information to find what's relat for them. Tailored information is more
effective in changing attitudes and behaviour. Vila think of using the right information to
build interesting games for users, games with peischaracter.

The suggestion strategy is based on the conceptopbsing behaviour at the most opportune
moment.

Further, the tools of self-monitoring allow peopdeobserve themselves to modify their attitudes
or behaviour to achieve a predefined goal or ougoirhis can be achieved by providing

feedback to the user of actual scores in the gardeabso providing feedback during the whole

process of use. This enables the user to monitasrhi@s progress in cognitive training.

Persuasion through observation describes peopii#seht behaviour when realizing that they
are being watched. This technology for building easpasive system is not used within the
HERMES project.

Reinforcing target behaviour refers to systems tis# principles of operant conditioning to

change behaviour. Within HERMES, the system cas gisitive feedback to the user when she
is exercising her cognitive abilities in order t@yide the user with positive reinforcement. The
positive reinforcement increases the possibilitieast one behaviour will be repeated in the
future.

7.1.2 Interface design as a strategy for persuasion.

The design of the interface can be seen as agjradebuild a persuasive technology. Because
the interface is what the user ultimately will seé@eeds to be attractive. Friendliness and visual
attractiveness have a great influence on the perdegualities of a system. A friendly and
attractive user interface may invoke curiosity #mefefore attract users to the system. This is an
important point because the users of HERMES ddavé much computer literacy and tend to
avoid getting in contact with new technologies.y&tem that is easy to use and makes fun using
it will greatly contribute to create openness amdng HERMES user-group towards other
modern technologies. Much more detail on interfaestgn can be found in D2.2.

Though, the myCognitiveTraining function might Ihe foremost area to work with persuasion,
also the myPast and myFuture function can congibuthe aim of leading the user to an active
lifestyle with the right attitude. An easy and friy system will support the HERMES user in
planning his or her activities and therefore cdnité to the overall perception of life quality
among the HERMES users.

7.1.3 Ethical Requirements for HERMES’ Persuasive Elemerg

As already mentioned we use the model developelidgon and the principles of persuasive
technology design by Berdichevsky and Neuenschwafi®®9) as a guide for the steps taken
in the project to ensure ethically sound persua&gknology design.

Mason (1986) names four cornerstones:
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* Privacy
* Accuracy
* Property

» Accessibility

A system like HERMES, as it stores data from the &f its user and other persons has to
incorporate security arrangements in order to kiéwep private data secure. Any unwanted

distribution of personal data is not acceptable tedefore this issue gets as well addressed in
the project.

As the HERMES user will use the system to browgednéis past, plan her or his future and
train her or his mind the accuracy of the systenh ismoutput needs to be granted. An example
would be when a user plays a cognitive game witia ttzat comes from her or his life (e.g.,
future appointments). If the system provides wrdates to the user many unforeseeable events
can happen. Also the fact that the HERMES systelhbsiused to store medical data about
what medication a user is currently taking and speasrors and wrong data can lead to fatal
consequences.

Regarding the principles for the design of persieasiechnology by Berdichevsky and
Neuenschwander (1999) we have to monitor userseagragress and evaluate the findings of
the project accordingly, as described below.

1) The intended outcome of any persuasive technolomyld never be one that would be
deemed unethical if the persuasion were undertak#hrout the technology or if the outcome
occurred independently of persuasion.

- Requirements for HERMES deduced from this principle
R. 1.1. The aim of HERMES'’ persuasive strategy for cogeitjames must
solely focus on increased uptake of cognitive gaamesadherence to
training program.

- Process for ethical quality assurance with regtardsis principle
o To develop cognitive games theoretical understandfmeuropsychological
processes such as cognition and emotion, and plagdessary. We do have this
knowledge within our consortium.
o The contents of the games must have a foundatigpedagogic, learning and
cognitive psychology findings based-on-evidence, afoundation on design
research.
o0 Basic rules that have to be followed are the follmy
* The cognitive games cannot include wrong infornmatidlo interference
derived from the inclusion of wrong information siteb happen. If a user
mixes the real information with wrong informatiorb#rarily introduced to
increase level of difficulty, the purpose of thergacan be disrupted.

» If adual task is presented, this must imply défgrcognitive processes.

* Information about 2 appointments cannot be mixedria item, because the
user could get confused and involuntarily mix tharhis/her memory.

* Cognitive games should be based on Errorless Liagatheories and adapt to
each user’s adequate cognitive level.
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2) The motivations behind the creation of a persgatechnology should never be such that
they would be deemed unethical if they led to mrational persuasion.

- Requirements for HERMES deduced from this principle
R. 2.1. The motivation to engage older adulteading an active lifestyle
and as a result have them living independentia$olong
as possible is the main reason for the developofahe
HERMES system.

- Process for ethical quality assurance with regardsis principle
o0 We are ethically sound because the motivationslighédehind the creation and
development of the HERMES system in our beliefsratae. If our system leads
to more traditional persuasion, the better.

3) The creators of a persuasive technology mussiden contend with, and assume
responsibility for all reasonably predictable outaes of its use.

- Requirements for HERMES deduced from this principle
R. 3.1. The intended outcome of the project isstiesy that supports older adults
with age-related cognitive decline in leading ativadlife-style. This
shall enable these older adults to live indeperyémt as long as
possible. We have to consider responsibility fer entcome of the
project since we are producing persuasive techyolog

- Process for ethical quality assurance with regardsis principle
o0 Since the persuasive element of the HERMES systemsgupport older adults in
their own goals we are ready to accept the respiingi

4) The creators of a persuasive technology musirerthat it regards the privacy of users with
at least as much respect as they regard their orvwagy.

- Requirements for HERMES deduced from this principle
R. 4.1. Much personal data will be collected by HERMES system. We
ndednake sure that this personal data is well ptete

- Process for checking that we are ethically sound
We will use methods (login with password, data gpion) to
secure that the data collected by the HERMES sy&eafe. The
privacy of the user shall be guaranteed this way tltis, D8.1:
“Data protection Plan” (April 08) has been writtamd approved
by all member of HERMES consortium, taking into@aat all
European and National laws regarding personal mlatection.

5) Persuasive technologies relaying personal inftion about a user to a third party must be
closely scrutinized for privacy concerns.

- Requirements for HERMES deduced from this principle
R. 5.1. No private data shall be given to a tpady without the user
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agreement to it.

Process for ethical quality assurance with regardiis principle

The system is constructed in a way that autondiatia transfer
to systems that do not belong directly to thei@aiser and are
part of the original HERMES system will not happe

6) The creators of a persuasive technology shoigiclase their motivations, methods, and

intended outcomes, except when such disclosuradwgaificantly undermine an otherwise
ethical goal.

- Requirements for HERMES deduced from this principle

R 6.1. The Consortium needs to be open regardirityations, methods
and intended outcomes.

Process for ethical quality assurance with regardsis principle

We are open about every step that is taken witt@rproject. The

intended outcomes of the project have been defilght from the
start of the project.

7) Persuasive technologies must not misinform deoto achieve their persuasive end.

- Requirements for HERMES deduced from this principle
R. 7.1. Data that is coming from the HERMES syst&®@ds to be

correct. Personal data used for cognitive games, (e.
appointments) is not subject of any manipulation.

Process for ethical quality assurance with regardsis principle
Within HERMES we do follow this rule. We will notisinform

any user in order to achieve any persuasive enguacantee this

we do not manipulate personal data or any othet &frdata used
by the end user.

8) The Golden Rule of Persuasion: The creatorsmérguasive technology should never seek to

persuade a person or persons of something theysitlgas would not consent to be persuaded
to do.

- Requirements for HERMES deduced from this principle

R. 8.1. Examine if the golden rule is true forgdbple working on the
project and stick to the rule.

Process for ethical quality assurance with regardsis principle

Anyone in the consortium - to his/her best bsliefs sure to
develop a useful and ethical system.
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8. Conclusion and next steps

Through the implementation of these guidelineshimm development process of HERMES, the
system will be valuable and ethically correct paBng users to enhance their active cognitive
training in order to prolong their independent aet-determined lifestyle.

In this document we focus on ethics in the contéxtersuasive technology. We do so because
within the HERMES project we are developing persigasomponents. Whenever persuasion is
involved ethical issues have to be monitored c#lyeflio be able to fulfill this basic principle
we have developed a persuasive ethics guide, basditerature research. Further interviews
with project participants and relevant stakeholdams planned. These interviews should be
carried out once the scope of the project is ddfmere precisely.

In section 7 of this document we have provided qiples by Berdichevsky and
Neuenschwander (1999). Also explained in sectimtiie way we plan to address the resulting
requirements during the course of the project.éltapture these principles:

1) The intended outcome of any persuasive techgalbguld never be one that would
be deemed unethical if the persuasion were undartaithout the technology or if the
outcome occurred independently of persuasion.

2) The motivations behind the creation of a pernseaschnology should never be such
that they would be deemed unethical if they lethtwe traditional persuasion.

3) The creators of a persuasive technology mustiden contend with, and assume
responsibility for all reasonably predictable outas of its use.

4) The creators of a persuasive technology musitreribat it regards the privacy of
users with at least as much respect as they réigairdown privacy.

5) Persuasive technologies relaying personal infdion about a user to a third party
must be closely scrutinized for privacy concerns.

6) The creators of a persuasive technology shastdade their motivations, methods,
and intended outcomes, except when such disclogaute significantly undermine an
otherwise ethical goal.

7) Persuasive technologies must not misinform deoto achieve their persuasive end.

8) The Golden Rule of Persuasion: The creatorspafrauasive technology should never
seek to persuade a person or persons of somettegdhtemselves would not consent to
be persuaded to do.

These principles cover the aspects of persuaslenamt in the HERMES project. By following
them and incorporating the results of the intergieme strive for ethically sound persuasive
components of the HERMES system.
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